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QUESTION 326
Which additional configuration step is necessary in order to connect to an access point that has SSID broadcasting disabled?  

A.    Set the SSID value in the client software to public.
B.    Configure open authentication on the AP and the client.
C.    Set the SSID value on the client to the SSID configured on the AP.
D.    Configured MAC address filtering to permit the client to connect to the AP.



Answer: C  

QUESTION 327
What is one reason that WPA encryption is preferred over WEP?  

A.    A WPA key is longer and requires more special characters than the WEP key.
B.    The access point and the client are manually configured with different WPA key values.
C.    WPA key values remain the same until the client configuration is changed.
D.    The values of WPA keys can change dynamically while the system is used.  

Answer: D  

QUESTION 328
All WAN links inside the ABC University network use PPP with CHAP for authentication security. Which command will display the CHAP authentication process as it occur between two routers in the network?  

A.    show chap authentication
B.    show interface serial0
C.    debug ppp authentication
D.    debug chap authentication
E.    show ppp authentication chap  

Answer: C  

QUESTION 329
Refer to the exhibit. The network is converged. After link-state advertisements are received from Router_A, what information will Router_E contain in its routing table for the subnets 208.149.23.64 and 208.149.23.96?  

  

A.    208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, FastEthernet0/0
  208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, FastEthernet0/0
B.    208.149.23.64[110/1] via 190.173.23.10, 00:00:00:07, Serial1/0
  208.149.23.96[110/3] via 190.173.23.10, 00:00:00:16, FastEthernet0/0
C.    208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, Serial1/0
  208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, Serial1/0
  208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, FastEthernet0/0
D.    208.149.23.64[110/13] via 190.173.23.10, 00:00:00:07, Serial1/0
  208.149.23.96[110/13] via 190.173.23.10, 00:00:00:16, Serial1/0  

Answer: A  

QUESTION 330
What are two characteristics of SSH? (Choose two.)  

A.    most common remote-access method
B.    unsecured
C.    encrypted
D.    uses port 22
E.    operates at the transport layer  

Answer: DE  

QUESTION 331
Refer to the exhibit. The access list has been configured on the S0/0 interface of router RTB in the outbound direction. Which two packets, if routed to the interface, will be denied? (Choose two.)  

access-list 101 deny tcp 192.168.15.32 0.0.0.15 any eq telnet
access-list 101 permit ip any any  

  

A.    source ip address: 192.168.15.5; destination port: 21
B.    source ip address:, 192.168.15.37 destination port: 21
C.    source ip address:, 192.168.15.41 destination port: 21
D.    source ip address:, 192.168.15.36 destination port: 23
E.    source ip address: 192.168.15.46; destination port: 23
F.    source ip address:, 192.168.15.49 destination port: 23  

Answer: DE  

QUESTION 332
Refer to the graphic. It has been decided that Workstation 1 should be denied access to Server1. Which of the following commands are required to prevent only Workstation 1 from accessing Server1 while allowing all other traffic to flow normally? (Choose two.)  


A.    RouterA(config)# interface fa0/0
RouterA(config-if)# ip access-group 101 out
B.    RouterA(config)# interface fa0/0
RouterA(config-if)# ip access-group 101 in
C.    RouterA(config)# access-list 101 deny ip host 172.16.161.150 host 172.16.162.163
RouterA(config)# access-list 101 permit ip any any
D.    RouterA(config)# access-list 101 deny ip 172.16.161.150 0.0.0.255 172.16.162.163 0.0.0.0
RouterA(config)# access-list 101 permit ip any any  

Answer: BC  

QUESTION 333
An access list was written with the four statements shown in the graphic.
Which single access list statement will combine all four of these statements into a single statement that will have exactly the same effect?  

  

A.    access-list 10 permit 172.29.16.0 0.0.0.255
B.    access-list 10 permit 172.29.16.0 0.0.1.255
C.    access-list 10 permit 172.29.16.0 0.0.3.255
D.    access-list 10 permit 172.29.16.0 0.0.15.255
E.    access-list 10 permit 172.29.0.0 0.0.255.255  

Answer: C  

QUESTION 334
A network administrator wants to add a line to an access list that will block only Telnet access by the hosts on subnet 192.168.1.128/28 to the server at 192.168.1.5. What command should be issued to accomplish this task?  

A.    access-list 101 deny tcp 192.168.1.128 0.0.0.15 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any
B.    access-list 101 deny tcp 192.168.1.128 0.0.0.240 192.168.1.5 0.0.0.0 eq 23
access-list 101 permit ip any any
C.    access-list 1 deny tcp 192.168.1.128 0.0.0.255 192.168.1.5 0.0.0.0 eq 21
access-list 1 permit ip any any
D.    access-list 1 deny tcp 192.168.1.128 0.0.0.15 host 192.168.1.5 eq 23
access-list 1 permit ip any any  

Answer: A  

QUESTION 335
As a network administrator, you have been instructed to prevent all traffic originating on the LAN from entering the R2 router.
Which the following command would implement the access list on the interface of the R2 router?  


A.    access-list 101 in
B.    access-list 101 out
C.    ip access-group 101 in
D.    ip access-group 101 out  

Answer: C  
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